	Information Technology
Planning & Brainstorming Matrix

	Why do we exist? (Mission)
	The Information Technology Department provides secure, reliable, and integrated technology solutions in alignment with the county’s mission. Provides an exciting, challenging, and rewarding environment where team members derive satisfaction from challenging assignments, continued professional growth, and personal accomplishments.

	Sections
	Applications – Brad Villanueva
	Executive/Security – Robert Benavidez 
	Infrastructure – John Herrera interim 
	People Systems & Enterprise – Elie Boujaoude
	Project Management  – Dave Martel

	What do we do? (Services)
	Review and identify any significant changes, highlights indicate areas for potential measures
	

	
	· Applications Support - provides technical services and support for over 70 county department applications; plans to migrate legacy applications to web-based versions
· Application Development - developed specialized applications for county departments and specialized interfaces 
· Database Administration (DBA) group is responsible for creating and maintaining all the underlying databases for county applications
	· Security of the entire county network, protecting it from both internal and external threats, e.g. responsible for firewalls, remote access, gateways, web filtering, etc.
	· Desktop Support - end-user support of desktop hardware 
· Network - administration, design, implementation and support of advanced network components, e.g. switches, routers, Category 5 and Category 6 cable plants, wireless access points, firewalls, Voice over Internet Protocol (VoIP) phone systems and mobile broadband devices 
· System Administration - administration, design, implementation and support of advanced back-end systems that run the county's applications and services, includes servers, cloud based services 
· Service Desk - Information Technology (IT) service requests and end-user support, account management 
	· Enterprise Resource Planning (ERP) Functional - liaison between department end users and technical support 
· Enterprise Resource Planning (ERP) Technical - developers, basis (maintaining servers and databases), and security 
· People Systems - administration, design, implementation and support of Human Resources and payroll systems and databases
· People Systems - web and console application development
· People Systems - report development and automation 
	· Need Services 
· Project Management - responsible for Information Technology (IT) Governance and Project Management 
· 

	Objectives – Short-term initiatives, or projects, with a beginning and end date, action steps and a measurable target that achieves the county’s business strategies (e.g. efficiency, effectiveness, innovation, cost reduction, transparency).

	Projects, Priorities & Initiatives 

	What is planned for FY21/22?
Add upcoming projects, initiatives & priorities.  This will be used to identify potential new objectives.  Not all items listed will become an objective tracked through the performance process.

	
	· Need project
· 
	· Implementing Multi factor authentication
· Implementing Micro segmentation 
· Alvarado readiness and relocation FY21-80% FY22-20%
	· Need project
· Phase 2 data center – FY21 100%
	· Complete Phase II of Kronos Telestaff/Timekeeper (%)
· 
	· Need project
· Implement YSC door access locking system
· JMS

	Existing Objectives
	Review existing objectives.  If complete prior to 6/30/20, establish new objectives.  

	
	· 
	· 
	· O48: Establish a fully operational data center and disaster recovery site complete FY20
	· O31: Complete Phase I of Kronos Telestaff/Timekeeper complete
· O169: Develop plan for Single Sign On (SSO) and implement Phase I (People Systems & Enterprise) - complete
	· O47: Complete iasWorld V2018 upgrade complete 
· O114: Complete Phase 2 of Metropolitan Detention Center (MDC) video surveillance upgrade plan to complete FY20
· O167: Complete Youth Services Center (YSC) video surveillance upgrade 
· O168: Complete Records Management System (RMS) implementation at Bernalillo County Sheriffs Office (BCSO) plan to complete FY20

	New & Carry Forward Objectives
	After projects, initiatives & priorities for FY21/22 are identified, as well as existing objectives, determine which will be tracked as new and carry forward objectives. 

	
	· 
	· New: Implementing Multi factor authentication
· New: Implementing Micro segmentation 
· New: Prepare technological readiness and relocation to Alvarado (%)FY21-80% FY22-20%
	· New: Implement data center Phase 2 at Alvarado
	· NEW: Complete Phase II of Kronos Telestaff/Timekeeper (%)
· 
	· O167: Complete Youth Services Center (YSC) video surveillance upgrade 
· New: Implement YSC door access locking system
· New: Implement Jail Management System

	Performance Measures – Services performed that are measurable and strive to achieve targets that align to the county’s business strategies and strategic plan goals. 

	Existing Performance Measures

	If this area is BLANK for your section, review section below (Industry Research & Related PMs) to brainstorm new performance measures.

	
	· 
	· P259: Utilization of links clicked through PhishMe Metrics – cancel 
· 
	· P99: Days to close normal priority work order
· P258: Support tickets resolved in first contact cancel
· P103: Uptime for public website cancel
	· 
	· 

	Industry Research & Related PMs 
	Do you have access to this data? Is this something you would like to know about your department or want others to know (is this meaningful)?

	
	· Number of new technology solutions implemented
· Development - 
	· Percentage of security incidents per month per 10,000 users
· Achieve 100% compliance with the National Institute of Standards and Technology (NIST) Cyber Security Framework (CSF) for the protection of critical infrastructure
· Security awareness training effectiveness (Phishing test emails)
· Percent of SPAM emails blocked
	· Percentage of new computer equipment purchased that meets Energy Star Standards
· Percentage of computer equipment repairs completed within 48 hours
· Average Customer Satisfaction Score
· call abandoned rate
· Speed to answer
· [bookmark: _GoBack]% of network services available 24/7
· Server Uptime
· Availability of Email system
· Average Percent of Information Technology Work Orders Completed: Less  Than Four Hours
· % of calls/inquiries resolved within the Customer Contact Center
	· ERP requests/work orders
· 
	· Percent of approved projects on schedule and within budget
· 

	New & Carry Forward PMs
	After industry research & related PMs for FY21/22 are identified, as well as existing PMs, determine which will be tracked as new and carry forward PMs.

	
	· Need PM
	· Need PM, review industry research 
	· P99: Days to close normal priority work order
· 
	· Increase ERP requests completed within timeframe

	· Complete projects on schedule and within budget

	Other 


	



